NHOOPMALIMOHHASA ITAMSATKA
OJII OBYHAIOIINXCA 151 PASMEIIEHW A
HA OOHLHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXabIM roloM MOJIOLEXU B MHTEPHETE CTAHOBUTHLCA 60J'Ib]_l_[€, d ITKOJbHWKH
OJIHM M3 CcaMbIX aKTMBHBIX IIOJIb30BaTeJsieil PYHGT&. MG)K,ILY T€M, IIOMMMO OI'POMHOIO
KOJIM4eCcTBa BOBMO)KHOCTG]:&, MHTEPHET HECEeT U HpOﬁJIthI. JTa mamsaTKa [JOJIKHa
IToMoub TeOe Oe301macHo HaXOJOUTbCS B CETH.

KoMmnbioTepHbIe BUPYChI

KoMmnbloTepHBIt BUPYC - 3TO PasHOBUAHOCTb KOMIIbIOTEPHBIX IPOrpaMm,
OTIMUUTEbHOJ 0COOEHHOCTBI0 KOTOPOi SBASETCS CIIOCOOHOCTh K pasMHOXeHUI0. B
NIOTMOHEHUE K 3TOMY, BUPYCbl MOTYT IOBPEIUTb MM IOJHOCTbIO YHUUTOXUThH BCe
(daitibl M [JaHHbIe, TOJKOHTPOJbHbIE II0Jb30BaTEN0, OT MMEHU KOTOporo Oblia
3alylleHa 3apaskeHHas IporpaMma, a Takke TMOBpPeIuTb WIM Oaxke YHUUTOXKMUTH
omnepalyoHHYI0 CUCTeMy cO Bcemu (aitmamMu B 1iejoM. B OGOJBIIMHCTBE cJIyuaeB
PacIpOCTPAHSIOTCSI BUPYCHI Uepe3 MHTEPHET.

MeTo/ibl 3aIIMTEI OT BpedOHOCHBIX ITpOIrpaMM.

1. Wcrnonb3yii coBpeMeHHble OIepallMOHHbIE CUCTEMBI, MMeEIOIINe Cepbe3HbIi
YPOBEHb 3alIUThI OT BPEIOHOCHBIX ITPOTPaAMM;

2. IlocTosiHHO ycTaHaBaMBai mauTu (UMpPOBble  3aIUIaTKM, KOTOpbIe
ABTOMAaTUUEeCKM YCTAHABJIMBAKOTCI C Iedbl0 J0pa0OTKM IpPOrpamMMbl) M Jpyrue
0OHOBJIEHUS CBOeJi omneparMoHHON cucTeMbl. CKauuBai MX TOMbKO € O(PUIIMAIBHOTO
caiita paspaborunka OC. Ecam cyiecTByeT peXXuM aBTOMaTUMueCKOro OOHOBIeHMS,
BK/IIOUM €ro;

3. Paboraii Ha cBoeM KOMIIbIOTEepe TII100 IIpdBAMM IIOJIb30BATE/IdA, 4 HE
dIMMHHUCTPATOPA. JTO He TII03BOJIUT 60J’IbH.[HHCTBy Bpe€JOHOCHBIX IIpOrpaMM
MHCTAUVIMPOBATHCA HAa TBOEM IIEPCOHAJIBHOM KOMIIBIOTEDE,

4. Ucnonb3yit  aHTUBMUPYCHbIe  MPOrpaMMHbIE  TPOJYKTHl  M3BECTHBIX
MIPOM3BOJIUTENIEN, C aBTOMATUUECKUM 0OHOBIeHUeM 0as3;

5. OrpaHuub QU3MUECKUI JOCTYIT K KOMITBIOTEPY IJIsI [TOCTOPOHHMX JIULL;

6. Vicnionb3yit BHeIlIHMe HOCUTeNU MHPoOpMallMK, Takue Kak ¢uielika, IUCK WIK
(aitn u3 MHTepHeTa, TOJIbKO U3 MPOBEePEHHBIX UCTOUHUKOB;

7. He oTKpbIBaii KOMIIbIOTEpPHble (haiibl, IIOAyueHHble M3 HeHaJIeXXHbIX
MCTOUHMKOB. Jlaxke Te (paiiyibl, KOTOpbIE IIPUCIaI TBOJV 3HAKOMBI#A. JIydllle yTOUHM Y HETo,
OTIIPABJISUL IV OH Tebe uX.

Cetu WI-FI



Wi-Fi - 9To He BUJ Mepeaui JaHHbBIX, HE TEXHOJIOTUSI, @ BCEro JIUIb OpeH I, MapKa.
Eme B 1991 rogy HuaepiaHAcKas KOMIaHuUs 3apeructpuponana opena "WECA", uto
ob6o3Hauano caoBocouetaHmue "Wireless Fidelity", KoTopblii IlepeBOAMUTCSI KakK
"OecrpoBOgHAs TOUHOCTD".

Ilo Hamrero BpeMeHM Aouuia apyras abOpeBmaTypa, KOTopas SBISETCS TaKO Ke
TexHosiorueii. 3To abopeBuatypa "Wi-Fi". Takoe Ha3BaHMe ObLJIO JaHO C HAMEKOM Ha
CTaHJapT BbIcIIeli 3BYKOBOJ TexHuMKM Hi-Fi, uro B mepeBome o3HauaeT "BbICOKas
TOUHOCTD".

Jla, OecruiaTHBIi MHTEPHET-IOCTYII B Kade, OTensaX M asponopTax SIBISIETCS
OTJIMYHONM BO3MOKHOCTBIO BbIXOJA B MHTepHeT. HO MHOrue sKcIepThl CUMTAIOT, UTO
obmenocrynHbie Wi-Fi ceTu He aBnsioTcs 6e30IacHbIMMU.

CoeTnl 10 O6e30macHOCTH PabOThI B 001IeIOCTYITHbIX ceTax Wi-fi:

1. He nepenasaii cBOIO IMUHYIO MHPOPMAaLMIO uepe3 odmenoctynHble Wi-Fi ceTn.
Paboras B HUX, )XeJlaTelIbHO He BBOJMUTD MapoJiu AOCTYIa, JIOTMHBI 1 KaKue-TO HOMepa;

2. Mcrionb3yii 1 0GHOBJISII aHTUBUPYCHBIE IIpOrpaMMbl U GpaHamayep. TeM caMbIM
ThI 00e3omacuillb ce0s1 OT 3aKauKy BUpyca Ha TBOE YCTPOMCTBO;

3. [Ipn ucnonpszoBanumu Wi-Fi oTkmoun ¢pyHkumio "OO0muit goctyn K ¢ainam u
npuHTepam". JlaHHass QYHKLIMS 3aKpbiTa II0 YMOJIUAaHMIO, OMHAKO HEKOTOpbIe
M0/Ib30BaTeNM aKTUBUPYIOT ee Jj1s1 yIoOCTBa UCIIOAb30BaHus B paboTe min yuebe;

4. He ucnionb3yii myonuunbiiit WI-FI g1 nepemaum IMUHBIX JaHHBIX, HAIIpUMeEP IJIs
BbIXOJIa B COLMAIbHbIE CeTU WU B 3JIeKTPOHHYIO TIOUTY;

5. crmonb3yit TONbKO 3aniuineHHoe coeguHenme uepe3s HTTPS, a e HTTP, T.e. npu
HaOope BeO-apeca BBOAM MMeHHO "https://";

6. B moOwibHOM TenedoHe oTkmouu @yakuuio “lTlogkmouenue kK Wi-Fi
aBpTomaTtuuecku'. He moryckaii aBTOMaTM4eCKOTO MOJK/IOUEeHUS YCTPOICTBA K CeTIM
Wi-Fi Ge3 TBoero cormacus.

ConuanbHble ceTu

ColManbHbIe CETU aKTMBHO BXOISIT B HAIIy KM3Hb, MHOTME JIIOAU pabOTalOT U
XUBYT TaM IIOCTOSIHHO, a B Facebook yke 3aperncTpupoBaH MUJUTMApP/, UeIOBEK, UTO
SBASIETCSl OJIHOM cefdbMoOit BceX >KuUTeseil IulaHeTbl. MHOTMe T[107b30BaTe/M He
MOHMMAIOT, UTO MH(pOpPMaLMs, pasMellleHHas! MMM B COLIMAIbHbBIX CeTSIX, MOXeT ObIThb
HalieHa ¥ MCIOo/Mb30BaHa KeM YroJHO, B TOM ulcjie He 00s13aTesJlbHO ¢ OJarumu
HaMepeHUSI M.

OcHOBHbIE COBeTbI IT0 6€30ITaCHOCTH B COLIMaJIbHbIX CETIX:

1. OrpaHuub CIMCOK apy3eit. V TeOs1 B APy3bsSIX He MOKHO OBITh CIyUaiiHBIX U
He3HaKOMBIX JIKOJIeid ;



2. 3aluinaii CBOK YacTHYIO XXMU3Hb. He yKa3biBaii mapomnu, TeaedoHbI, afpeca, JaTy
TBOEr0 POXIEHUS M [PYyIrylw JMUHYK MHQOpMalUyUK. 3I0yMBIIIJIEHHUKM MOTYT
MCIIO/b30BaTh Ja)ke MH(POPMALMI O TOM, KaK Tbl M TBOM POJUTENN IJIAHMpYeTe
TIPOBECTU KaHUKYJIbI;

3. 3amuiaii CBO penyTaluio - IepsKi ee B UMCTOTe U 3a/iaBait ceGe BOMPOC: XOTel
ObI ThI, UTOOBI APyTUe MOIb30BATENIM BUIEIM, UTO Thl 3arpyxaeiib? [Tomymait, mpexme
yeM UTO-TO OMyOJIMKOBaTh, HAIMCATh U 3aTPy3UTh;

4. Ecaiut Thl TOBOPUIIIB C JIOJIbMM, KOTOPBIX He 3Haelllb, He UCI0JIb3Yii CBOe peasbHoe
MUMS M IPYTYIO IMUHYI0 MHGOPMAIMA : UMSI, MECTO XKUTETbCTBA, MeCTO yueObl U ITpouee;

5. W3beraii pasmeuienusi Qortorpaduii B MHTepHeTe, rae Thl M300pa’keH Ha
MEeCTHOCTH, TI0O KOTOPOJi MOKHO OTIpefie/IUTh TBOE MeCTOTIOIOKEHHE;

6. IIpy perucrpauumu B COLMAAbHONM ceTM HeoOXOOMMO MCIOJb30BATh CIOKHBIE
MapoiIu, cocTosime u3 OyKB 1 IIUGP U ¢ KOAMUECTBOM 3HAKOB He MeHee §;

7. [Ina conuanbHOM CeTH, TOUThl U APYTUX CaliTOB HEOOXOAMMO MCII0JIb30BaTh
pasHble maposu. Torga eciu TeOsl B3IOMAIOT, TO 37IOYMBIIUIEHHUKM TTOJy4YaT JOCTYII
TOJIbKO K OJTHOMY MeCTY, a He BO BCe Ccpasy.

d/IeKTpPOHHbIE JeHbI'N

ONeKTpOHHbIE MEHBbIM - 9TO OueHb YHOOHBINM crmocod TmaaTexeit, OLHAKO
CYLIECTBYIOT MOIIEHHMKH!, KOTOPbIE XOTST MOJYUUTh 3TU IEHbIU.

BJIGKTDOHHbIe AJEHbI'M IIOABMJIMCH COBCEM HE€OABHO M MMEHHO M3-3d4 3TOr'O BO
MHOTUX IoCyaapCTBax 0O CUX ITOP He IIPOIMUCAHO ITPO HMX B 3dKOHAX.

B Poccuy ke oHM (GYHKUMOHMPYIOT M O HUX YKe IMPOIMCAHO B 3aKOHe, TIe UX
pasfensioT Ha HeCKOJIbKO BUIOB - aHOHMMHbIE ¥ He aHOHMMHbIe. PasHuIila B TOM, UTO
AaHOHMMHBIE - 9TO Te, B KOTOPBIX paspeliaeTcs TMPOBOAUTH oImepanuu 0Oe3
MaeHTU(DUKAIIMY TTOb30BaTeNsl, @ B HEAHOHUMHBIX UAeHTU(UKALMUS T0Tb30BaTes
SIBJISIETCS 00s13aTeIbHOIA.

Taxke caemyeT pasaMyaTh  37€KTPOHHbIe  (MaTHble  JIeHbIM  (PaBHBI
roCyqapCTBEHHBIM BaJdlOTaM) M 3JeKTPOHHble HeduaTHble [AeHbIM (He paBHBI
rocyaapCcTBEHHBIM BaTIOTaM).

OcHOBHbI€e COBeThbI 110 Oe30IacHOI paﬁoTe C SJIECKTPOHHbBIMM HE€HbI'dMM .

1. [TpuBsSDKM K cue Ty MOOMU/IbHBI TeneoH. OTO caMblii yI0OHbIN 1 ObICT PbIii c10c00
BOCCTAHOBUTD JOCTYII K cueTy. [IpMBsI3aHHbI TenedoH MoMoOXeT, eciu 3a0yaellb CBOJi
TIJIaTesKHBI MapoJIb MM 3aiifielllb Ha caliT ¢ HE3HAaKOMOTO YCTPOCTBa;

2. HWcronb3yit omHOpasoBble TIapoiu. Ilocime 1epexoma Ha  YCUJIEHHYIO
aBTopmsanuio Tebe yke He OyAeT YrpoXKaTb OIACHOCTb KpaXXu WMJIM I[epexBarTa
IJIATEeXKHOTO IapoJis;



3. BeiOepu cnoxHbIi mapoib. IIpecTynnHMKaM OyaeT He IIPOCTO YraaaTh CAOXKHbI
naponb. HajgexxHble mapoiau - 3TO MapoJiv, KOTOpble colepskaT He MeHee 8 3HAKOB U
BK/IIOUAKOT B ce0d CTPOUHBbIE M MPOMMCHBbIE OYKBBI, IU(PPLI U HECKOJBKO CHMMBOJIOB,
TaKue Kak 3HaK Jojaapa, GyHTa, BOCK/IMIIATeIbHbI 3HaK 1 T.II. Hanmpumep, $tROng!;;

4. He BBOY CBOM JIMUHbIE JaHHbIE Ha caiiTaX, KOTOPbIM He JoBepselllb.
Q/IeKTpOHHAs MOYTa

ODNeKTpOHHasl IouTa - 3TO TEXHOJOTUS ¥ TMpelocTaBisieMble €0 YCIYyTU TI0
repechuIKe ¥ TOAYUYEHUIO 3JEKTPOHHBIX COOOIIEeHUi, KOTOpble paclpeiessiioTcsl B
KOMITbIOTEPHOJ ceTy. OOBIMHO 3/IeKTPOHHBIN MMOUTOBBIN SIIUK BHITISAUT CASTYIOIIUM
00pa3oM: UMSsI_T0JIb30BaTenI@uMs_noMeHa. Taxke Kpome mepeiaun IPOCTOTO TEKCTA,
MMeeTCs BO3MOXKHOCTD IepeiaBaTh (paiibl.

OcHOBHbI€E COBETHI 110 6e30macHoi padoTe ¢ 371eKTPOHHOJ ITOUTOJ:

1. Hamo BbIOpaTh NMpaBWIbHBIN MOUTOBBIN CepPBUC. B MHTepHeTe eCThb OIPOMHBIN
BBIOOP OecTIaTHBIX IMOUTOBBIX CEPBUCOB, OHAKO JIyullle OBEPSITh TeM, KOTO 3Haellb U
KTO MepPBbIii B peATUHTE;

2. He yka3spiBaji B JIMUHON IMOUTe JMUHyl0 MH@opMmauuio. Hanpumep, ayuiie
BbIOpaTh "My3bIKaJbHbI (paHaT@" uam "pok2013" BmecTo "Temal3";

3. Wcronb3yit ABYX3TAllHYKO aBTOpU3aluio. JTO KOrja MOMMMO Iapois HY>KHO
BBOIMUTD KOJI, MpUCbUIaeMbli1 1o SMS;

4. BpiOepy CJIOKHBINM Naposib. [IJig Kakgoro MouTOBOrO SAIIMKa JOKEH ObITh CBOIA
HaJle’KHbI, YCTOMUMBLIN K B3JIOMY I1apOJib;

5. Ecniu ecTh BO3MOYKHOCTD HaIlMCaTh CAMOMY CBOJ IMUHBII BOIIPOC, UCTIONIb3Yit 3Ty
BO3MOJXHOCTb;

6. Mcronb3yit HeCKOJIbKO MOUTOBBIX SIIMKOB. IlepBblii 11 YaCTHOM MepernucKku
aJipecaramyu, KOTOPbIM ThbI IOBepsielllb. ITO 3JIeKTPOHHbIN afipec He HaJl0 UCII0JIb30BaTh
MIpU perucTpauyuy Ha GopyMax U caiTax;

7. He oTKpbIBait (aitibl 1 ApyTrue BIOKEHUS B TMCbMaX, A ake eCIy OHU MPUIIIIN OT
TBOMX Jipy3eit. JIyullle yTOUHM Y HUX, OTIIPaBJISL/IN JI OHY TeGe 3Tu (aiitisl;

8. [locne okoHUaHMsT paboOTHI Ha IOUTOBOM CepBHMCe Tepe, 3aKpbITHUeM BKIAIKA C
caiiTom He 3a0yab HaXkaTb Ha "BeIiiTn".

Ku6ep6y/UIMHT WJIU BUPTYAJIbHOE U3JE€BaTe/IbCTBO
KubepOy/uiMHT - MpecjieloBaHMe COOOIIEHUSIMU, COIepsKalllMMu OCKOpOIeHus,

darpecCuio, 3allyrMBaHME,; XYJIIMIAHCTBO;, COIMA/IbBHOE 60ﬁKOTHpOBaHH€ C IIOMOLIbIO
Pa3/IMUHbIX MHTEPHET-CEPBUCOB.



OcHOBHbI€E COBETHI 110 60pbOe ¢ KMOepOyNIMHIOM:

1. He Gpocaiica B 6oii. JIyummii crioco0: IMMOCOBETOBATHCS KaK ce0sl BECTU U, eC/Iu
HeT TOro, K KOMY MOKHO OOpaTUThCSl, TO BHauaje YCIIOKOMThCS. Ecy ThI HauHellb
OTBeuaThb OCKOpOJIeHMSIMM Ha OCKOpOJieHMs, TO TOJIbKO ellle OoJblle pPa30soKellb
KOH(JIUKT;

2. VrpaBisii cBoeit KubeppenyTauueii;

3. AHOHMMHOCTb B C€TU MHMMasl. CYH_IGCTBYIOT CI1I0co0bI BBISICHUTDB, KTO CTOUT 34
dHOHMMHBIM aKKayYHTOM,

4. He CTOMT BeCTU XyJIUTaHCKUIi 00pa3 BUPTYalbHOM XXMU3HU. UHTepHeT pukcupyer
BCe TBOM JeiCTBUSI M COXpaHseT uxX. YIanuTb ux OyzeT KpajiHe 3aTPyJHUTEBHO;

5. Cobmiofaii CBOIO BUPTYaIbHYIO UECTh CMOJIOAY;

6. UrHOpUpYyii eIMHMUHBIN HeraTuB. OJHOpPa30Bble OCKOPOUTEIbHbIE COOOIIEHMS
nyuiile UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpaiaeTcsl HA HAYaJIbHO CTaIvN

7. BaH arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMM COOOIIEHUSIMM, B
COIIMAJIbHBIX CETSIX €eCThb BO3MOXHOCTb OJOKMPOBKM OTIIPaBKM COOOLIEeHUI ¢
onpefeneHHbIX aJIpecoB;

8. Ecnu Tbl cBuperenb KuOepOynuHra. TBou MHeiicTBMS: BBICTYIIUTb IIPOTUB
npecaefoBaTesisi, IOKa3aTb €My, UTO €ro JeicTBUSI OIEHMBAIOTCSI HeEraTUBHO,
oA AeP>KaTh XePTBY, KOTOPOJ HY>KHA IICUX0I0TMUecKast IOMOIIb, COOOIIUTD B3POCIbIM
0 (pakTe arpeccMBHOTO IMOBEEHUS B CETH.

Mob6wibHbIN TenedoH

CoBpeMeHHble CMapT(OHbI ¥ IUIAHIIETbI COJlepPXKaT B ceOe BIIOJIHE B3POC/BI
(yHKUIMOHAI, ¥ Telmepb OHM MOTYT KOHKYPMpPOBaTb CO CTal[MOHAaPHBIMU
KoMIibloTepamu. OJIHAKO, CPeICTB 3alMThI JIJIS1 TOJI00HBIX YCTPOJICTB ITIOKA OUeHb MaJo.
TecTupoBaHMe U MOUCK YI3BUMOCTeVi B HUX IPOUCXOIUT He TaK MHTEHCUBHO, KaK JIJIsl
IIK, TO ke camoe KacaeTcsl ¥ MOOMJIbHBIX IIPWIOXKEHWIA.

CoBpemeHHble MOOWIbHbIe Opay3epbl yKe MpakKTUUecKy OOTHaJIM HaCTONbHbBIE
aHaJIoru, OIHAKO pacimupeHue QyHKIMOHAIA BiaeueT 3a 000t GOMbIIYI0 CIOXKHOCTh U
MEHBIITYI0 3alUIIeHHOCTD.

Ianeko He Bce IMPOM3BOOUTE/IM BBIIIYCKAKOT OﬁHOBJ’IGHHH, 3dKPbIBAKIIHNE
KPUTHUYECKHKE YA3IBMMOCTHU OJISI CBOUX YCTpOﬁCTB.

OCHOBHbI€e COBeTHI JIj1s 0e301macHOCTY MOOMIBHOTO TeJIe(I)OHaZ

Huuero He aBiseTcs IMO-HACTOANIEMY OecraTHBIM. By,H,b OCTOpPOXEH, BEIb KOTrla
Tebe npenjaarawT OecraTHbINM KOHTEHT, B HEM MOI'YT OBITh CKPBITBI KAKME-TO IIJIATHBIE

YCIIYTH;



Ilymaii, mpeskae uem oTripaBuUTh SMS, ¢poTo miu Bumeo. Thl TOUHO 3Haelllb, I/ie OHU
OyIyT B KOHEUHOM UTOre?

Heo06xo11M0 0OHOBJISITh OTIEPALIMOHHYIO CUCTEMY TBOETro cMapT(OHa;
Hcnonb3yit aHTMBUPYCHbIE TTPOTPAMMBbI JJ11 MOOM/IbHBIX Tele(DOHOB;

He aarpy){(aﬁ IMPpUIIOKEHNSA OT HEM3IBECTHOI'O MCTOUHMKA, BE€Idb OHM MOIVYT
comep>XKaTb Bpe1OHOCHOE IIPpOIrpaMMHOE OﬁGCHequHe;

[TocJie TOTO KakK ThI BBIMEIIb C caiiTa, I/ie BBOAWI JIMUHYIO MH(POPMAIUIO, 3aiiay B
HacTpoiiku Opay3epa u yaaan cookies;

[leproguuecky MpoBepsiii, Kakue IUIATHbIe YCAYTM aKTMBMPOBaHbI Ha TBOEM
HOMepe;

JlaBaii cBoii HoMep MOOMIBHOTO TefedoHa TOIbKO JIOISIM, KOTOPBIX Thl 3HAEIIb U
KOMY JIOBepSIelllb;

Bluetooth momkeH OGbITh BBIKJIIOUEH, KOTAA Thl MM He MoJb3yellbcsl. He 3a0bIBaii
MHOT/IA TPOBEPSITD 3TO.

Online urpsi

CoBpeMeHHbIe OHJIAMH-UTPBI - 9TO KpacoOuHble, 3aXBaThIBalolMe pa3BlIeUeHMUs,
00beIUHSIOIIME COTHY THICSU UeJIOBEK I10 BceMy MUpy. UTpoKu MccienyioT JaHHbI UM
MUp, OOIIAIOTCS APYT C JPYTOM, BBIMOMHSIIOT 3aJiaHMsl, CPaKAKOTCS C MOHCTpPaAaMMU U
MOJIYYalOT OIBIT. 3a YIOBOJBCTBME OHM IUIATAT: ITOKYIAIOT MAUCK, OIUIauMBaIOT
aGoHeMeHT WM IPuoOpeTaloT KaKue-TO OMIUMN.

Bce 3Tu cpenctBa MAYT Ha MOAJepKaHMe UM PasBUTHME UTPbI, a TaKKe Ha caMy
0e30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3AIlMM, BHIITYCKAIOTCS HOBbBIE MMAaTUn
(1mdpoBbIe 3aIUIATKM 7SI TPOTPaMM), 3aKPbIBAIOTCS YSI3BMMOCTHU CEPBEPOB.

B HOI[,OﬁHhD( Urpax CTOUT OIIACATbCA H€ CTOJIBKO CBOMX COII€EPHMKOB, CKOJIBKO
Kpa’X|u TBOETIO I1apoJisi, Ha KOTOPOM OCHOBdHA CMCTEMA dBTOPU3dAIIUN OOJBIIMHCTBA urp.

OcHOBHbIE COBeThI 110 6€30I1aCHOCTY TBOETO HUT'POBOTO AKKAYHTA.

1. Ecnu ppyroit urpok BefeT ceOsi IVIOXO WM co3/laeT Tebe HeMPUSITHOCTH,
3a0JIOKUPYIi ero B CIIMCKEe UTPOKOB;

2. Tloxanmyiics agMMHMUCTpaTOpaM WMIPbl Ha IUIOXOe MOBeleHMue 3TOTO UIPOKa,
JKeaTelbHO MPUIOXKUTD KaKue-To JoKa3aTeabCTBA B BUE CKPMHOB;

3. He ykaspiBaii 1MuHy10 MHGOpMaI IO B Ipodarijie Urphl;
4. YBaXxKai1 Apyrux ydaCTHUKOB I10 UTpe;

5. He ycTanaBauBait HeoduiiyMaabHble TaTUM M MOJIBI;



6. McI1o/ib3yii c/10)KHbIe M pa3Hble IapoJin;

7. Jlaxke BO BpeMsI UTPbI He CTOUT OTK/IIOUaTh aHTUBUPYC. [ToKa Thl UTpaelllb, TBO¥
KOMITbIOTEP MOTYT 3apa3suTh.

OUIIMHT WIN KpaXXa JIMUHbIX JaHHbIX

OO6bIUHOI Kpaskeit MeHeTr ¥ JOKyYMEHTOB CerojiHsl y’Ke HMKOIO He YAMBUIIb, HO C
pPa3sBUTHEM MHTepHeT-TeXHOJOTUI1 37IOYMbIIIJIEHHUKN ITepeMeCcTUINCh B MHTEPHET, U
MPOJOJDKAIOT 3aHUMAThCS "MI00MMBIM" JI€JIOM.

Tak mosiBwIach HOBasl yrpo3a: MHTepPHeT-MOIlleHHUUeCTBa MM (QUILNHT, [IaBHas
11eJIb KOTOPOTO COCTOUT B IMOJIyUeHUM KOH(UAEHIIMaIbHBIX JaHHBIX MOJb30BaTeNei -
JIOTMHOB U napoJseit. Ha anrimiickom s3bike phishing untaeTtcsa kak pummsr (ot fishing
- ppIOHas 10B/s, password - IIapoJib).

OcHOBHbI€ COBeTHI 10 60pb0e ¢ PUILIMHTOM:

1. Cnegu 3a cBOMM dKKayHTOM. Ecim ToI IMogo3peBaellb, UTO TBOSA dHKETA Obu1a
B3JIOMdHa4, TO H606XO,H,HMO BaﬁJIOKMDOBaTb eemn COOﬁH_UflTb AIMHUHHUCTPATOpPaAM pecypca
00 3TOM KaK MOKHO CKopee;

2. Ucnonb3yit Ge3omacHble BeO-caiiThl, B TOM uKCe, UHTEPHET-MarasmMHOB U
MTOMCKOBBIX CUCTEM

3. Wcronp3yii cnoskHble M pasHble mapoiau. Takum o6pa3om, ecsiu TeOs B3/I0OMAIOT,
TO 3JIOYMBILIUIEHHUKM MOyUYaT JOCTYII TOJIBKO K OTHOMY TBOeMY ITPOMII0 B CETH, a He
KO BCEM;

4. Ecsin Tebst B3710MaaM, TO HeOOXOAUMMO MpeAyIlpeanTh BCeX CBOMX 3HAKOMBIX,
KOTOpble fo0aBjeHbl y TeOS B IPY3bSIX, O TOM, UTO TeOs B3/JIOMaau U, BO3MOXHO, OT
TBOEro uMeHM OyJieT pacChbUIaThCs CIIaM U CChIJIKY Ha (DUMIMHTOBbIE CAliThI;

5. YcTaHOBM HafiexkHbIl naposib (PIN) Ha MOOMIbHBIN TenedoH;
6. OTKIIOUM cOXpaHeHMe Mapossi B Opaysepe;

7. He oTKpbIBait (aitibl ¥ Apyrue BIOKEHUS B TMCbMaX, ke eCIy OHU MPUIIIIN OT
TBOMX Jipy3eit. JIyullle yTOUHM Y HUX, OTITPaBJISI/IN JIM OHU TeGe 3Tu (aitbl.

Ludposasa penyranusa

[Indposas peryTauust - 9TO HeraTMBHASI UM MO3UTUBHAS MHQOpPMAIIMS B CETU O
TeGe. Kommpomerupywiias uHpopmaius, pasMellleHHas B MHTEpHETe, MOXeT
cepbe3HbIM 00pa30M OTPasUThCS Ha TBOel peanbHOI XXu3HU. "LIndposas penyrauus” -
9TO TBOIt UMUK, KOTOPBII popmupyeTcst U3 uHdopmaluu o Tebe B MUHTEPHETe.

TBoe MecTO XUTe/lbCTBa, yueObl, TBOe (PMHAHCOBOE IOJIOKEeHME, 0COOEHHOCTH
XapaKkTepa 1 pacckasbl 0 GIM3KMX - BCe 9TO HaKaIUIMBAeTCs B CETH.



MHorMe TOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K NyOAMKAIuMu JIMUHOIA
nHbopManu B MHTepHeTe, He MOHMMAas BO3MOXHBIX TMociencTBuit. Thl gaxke He
CMOXeIllb JIOTaflaTbCsi O TOM, uTo ¢oTorpadus, pasmelleHHass 5 JeT Hasaj, cTaja
MIPUUMHOJ OTKa3a MPUHSATH TeOs Ha paboTy.

KomMmeHTapuu, pasmenieHnue TBoux (ororpaduit u apyrue neiicTBUSI MOTYT He
MCUe3HYTh JaXe MOce TOro, Kak Thl UX yAaauiib. Thl He 3Haelllb, KTO COXPaHWI 3TY
MHbOpPMaIHIO, Iolaaa M OHa B TOMCKOBbIE CUCTEMBI M COXPaHMIIACh I OHA, a TJIABHOe
UYTO MOAYMAIOT O Tebe OKpysKaloliyue JIOAM, KOTOpble HaimyT M YBUAAT 9To. HaiiTu
MHGOPMAIMI0 MHOTO JIeT CITyCTSI CMOKeT JIt000Ji - Kak U3 J00pbIX MOOYXKAeHNI, TaK U C
HaMepeHUeM IMPUUMHUTD Bpel. ITO MOXKeT ObITh KTO YTOIHO.

OcHOBHbBIE COBETHI I10 3alIuTe HMUPPOBOIt pemyTalun:

1. ITogymait, mpexxie uem UTO-TO MyOAMKOBATh U MepefaBaTh Y ceOs B 610re Win B
COIMaJIbHO CeTH;

2. B HacTpoiikax rpoduiig yCTaHOBU OrpaHMUYeHMUs Ha MPOCMOTP TBOETO Mpodus

w1

1 ero cofepXXK1UMOoro, ciesait ero ToJabKo "Iy Apy3eit”;

3. He pasmemaii 1 He yKasbiBaii MH(pOpMaIMIO, KOTOpPass MOXET KOro-iambo
OCKOPOJIITh WM 00MKATh.

ABTOpCKOE€ IIpaBo

CoBpeMeHHbIe IIKOJIbHMUKM - aKTMBHbIE T0JIb30BaTeIM IIM(GPOBOTO MPOCTPaHCTBA.
O[HaKO JIa/IeKo He BCe 3HAIOT, UTO M0Ib30BaHMe MHOTMMM BO3MOXKHOCTSIMM LIM(PPOBOTO
Mupa TpedyeT coO0IeH s TPpaB Ha MHTeJIeKTyalbHYI0 COOCTBEHHOCTD.

TepmuH "MHTe/UIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3/IMUHBIM TBOPEHUSIM
yeJlOBeUeCKOT0 yMa, HauMHas C HOBBIX M300peTeHMiT M 3HAKOB, 0003HAUAIOIIMUX
cOOCTBEHHOCTb Ha MPOAYKTHI M YCAYTM, M 3aKaHUMBasi KHUTamu, ¢GoTorpausmu,
KMHODWIbMaMU ¥ My3bIKaJbHbIMU MIPOU3BEIEe HUSIMA.

ABTOpCcKMe TpaBa - 9TO MpaBa Ha MHTe/UVIEKTyaJdbHYH COOCTBEHHOCTb Ha
MIpOM3BeleHUs] HayKu, JUTepaTypbl M MCKycCTBa. ABTOPCKME IIpaBa BBICTYIIAIOT B
KauecTBe rapaHTUM TOTO, UTO MHTeEJJIEKTya/IbHbII/TBOPUECKMiT TPy, aBTopa He OyaeT
HampacHbIM, 1aCT My CIIpaBe/IJIMBbIe BO3MOXKHOCTHM 3apaboTaTh Ha pe3y/ibTaTax CBOero
TpyJa, MOJIYUUTb U3BECTHOCTD U Npu3HaHMe. HUKTO Ge3 paspelieHnst aBTopa He MOKeT
BOCIIPOM3BOIUTh €ro Mpou3BeeHue, PpaclpoCTPaHITh, MyOJIMUHO AeMOHCTPUPOBATh,
npojaBaTh, MMIIOPTUPOBATh, IIyCKaTb B  MpOKaT, MyOJMUHO  MCIIOTHSTD,
MOKa3bIBaTh/UCTIOMHATD B 9Mpe UK pasMmeliaTh B VIHTepHeTe.

Hcnonb3oBaHMe "IIMPATCKOro" IMPOrpaMMHOro obOeclieueHMs MOKeT IPUBECTU K
MHOTMM pPUCKaM: OT TOTepM JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKM TBOEro
YCTPOJACTBA, I7ie yCTaHOBIeHAa HeJleralibHasi mporpamMma. He cTouT Takke 3a6pIBaTh, UTO
CYIIECTBYIOT JieTa/ibHble U GecIIaTHbIe IIPOrPaMMbl, KOTOpPbIEe MOKHO HaiiTH B CETH.



O noprane

CGTGBH‘IOK.D(I) - TBOW IJIaBHBIJ COBeTUMK B CeTH. 3[1eChb Thbl MOKelllb Y3HATb O
0e30macHOCTM B CeTHM IIOHSATHBIM U JOCTYIITHBIM #A3bIKOM, a4 IIPpM BO3HMKHOBEHMU
KDHTH11€CKOﬁ CUTYaIUMN OﬁpaTHTbCH 3a COBeTOM. A TakKxke IIPpUMHATD YUddCTHUE B
KOHKYpPCaX M CTATb CAMbIM H,H(I)pOBbIM I‘pa)K,ILaHHHOM!



TMMAMSATKA JIJISl POJUTEJEN OB MH®OPMALIMOHHOM BE3OITIACHOCTUY JIETEN

Onpepnenenue TepmMuHa "MHGpOpMalMOHHasg 0e30MacHOCTb [eTeil’ COOEepXKUTCS B
@enepanpHoM 3akoHe N 436-@3 "O sammTe geteii oT MHQoOpMaLuy, IPUUNHAKIOLIEN Bpel UX
3[0POBbI0 M Pa3BUTUIO", PETyJMPYOIIMM OTHOIIEHMS, CBS3aHHble C 3alluMTOi JeTeil OT
MH(}OpMaLyM, TPUUMHSIONIEN Bpel X 3M0POBbI0 U (Win) pa3BuTH0. COrJlacHO TAHHOMY 3aKOHY
"HbopmalMoHHass 0e30lacHOCTb JeTeil"” - 3TO COCTOSIHME 3allMIINEeHHOCTH, MPU KOTOPOM
OTCYTCTBYeT PMCK, CBSI3aHHBIN C MpUUMHEHMeM MHpopmalyeil Bpela MX 3[0POBbI U (MIN)
(pusmueckoMy, ICUXMUECKOMY, TYXOBHOMY, HDaBCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdopMaluueii, IpUUMHSIONIE BpeJ 3JJ0POBbI0 U
(MyIn) pa3sBUTUIO JIeTe, IBISAeTCs :

1. uudopmarius, 3anpelieHHast i paclpocTpaHeHUs cCpeay feTeir;

2. uHbopMalus, pacrnpocTpaHeHMe KOTOPOit OorpaHMuUeHO cpedy JeTeli ompeeneHHBIX
BO3PaCTHBIX KaTeropuii.

3. K undopmarniuu, 3anpemieHHOM 1151 paclipocTpaHeHus Cpeiy ieTeit, OTHOCUTCS:

4. uudopmariys, nobykaawoias aeTeil K COBepIIeHUIO OeiicTBUIA, TTpelCcTaBASIOUIUX YTPO3Y
MX JKU3HU U (MIK) 3[I0POBbIO, B T.U. MPUUMHEHHIO BpeJia CBOEMY 3[I0POBbIO, CAMOYOUIICTBY;

5. crocoOHOCTh BbBI3BaTh Yy [eTell JKejlaHMe YHOTPeOUTh HapKOTUUeCKUe CpecTBa,
MICUXOTPOMHBIe ¥ (MJIM) ONypMaHMBAlOIMe BelllecTBa, TabauHble W3[eNusi, aaKOTOJAbHYIO U
CIIMPTOCOMEPSKAIYIO0 MPOAYKIIMIO, TMBO M HAIIUTKM, M3TOTABAMBAeMble HAa €0 OCHOBE; MPUHSTh
yuacTMe B  asapTHBIX WUrpax, 3aHMMAaTbCid TMPOCTUTYLIMel, OpOASIKHMUECTBOM WU
MOMPOIIaitHMUECTBOM;

6. OﬁOCHOBhIBaIOH_[aH WJIM OIIpaBAbIBaAKOIIAA OOITYCTMMOCTb HACWIIMA U (HJIH) JKeCTOKOCTH
6o noﬁy){(,ua}omaﬂ OCYyHIECTBJIATE HACWJIbCTBEHHDBIE IelCTBUS IO OTHOIIEeHMI0 K JIIOIIM U
JKMBOTHBIM,;

7. oTpuIlalolasl ceMeliHble IEHHOCTU U (QOPMUPYIOIIAs HeyBaskeHMe K POOUTENIM U (MIn)
IPYTUM UJeHaM CeMbH;

8. ompaB/biBalolasl MPOTMUBOMPAaBHOE MTOBEIEHUE;
9. comepykalias HelleH3ypHYI0 OpaHb;
10. copepskaiast MH(GOpPMaLMIO MOpHOTPadUUECKOro XapaKkTepa.

K wmHbpopmauuu, pacrnpocTpaHeHMe KOTOPOJ OrpaHMUeHO cpeau HeTeit ompeneneHHOTO
BO3pacTa, OTHOCUTCSI:

1. mHopmanusa, mpencraBiasgemMass B Buie u300pakeHMS WIM OIMCAHUS KECTOKOCTH,
(pusmueckoro u (Win) MCUXUUYECKOTO HACUIUS, TIPECTYIVIEHUSI MJIM MHOTO aHTHOOIIeCTBeHHOTO
JeiiCTBUS;

2. BBbI3BIBAIOILAY y Jerein CTpaX, yXaCc WIM IIdHMKY, B T.U. IIpPEeAcCTaABIdA€eMasad B BUIE
HBOﬁpa)KeHHH WIin OIIMCaHUA B YHH)KaIOH_Leﬁ yejiopeueckoe  JOCTOMHCTBO (bopme



HeHaCWIbCTBEHHOI cMepTH, 3a0oneBaHMs, caMOyOMIiCTBa, HECUACTHOrO cCaydasi, aBapuu WK
KaTacTpodsl U (WIN) UX I10CJIeACTBUIA;

3. mpepacTaBiasieMasi B Buie M300pakeHMS WIM OIMCAHMUSI TOJOBBIX OTHOIIEHUIT MeXIy
MY>KUMHOI U JKeHIIUHOIA;

4. cofepxaiasi OpaHHbIe CJIOBa U BbIPaKeHMS, He OTHOCSIIMECS K HelleH3yPHOoit OpaHu.

C yuetom sToro Bam mpepjararorcsl mpaBwia paboTbl B ceTu VHTepHeT /i1 pasiMUHbIX
BO3PaCTHBIX KaTeropuit, coOiwoJeHre KOTOPbIX ITO03BOAUT oOecrneuuTbh MHEPOPMAIMOHHYIO
0e30MacHOCTh BalIuX JIeTeii.

O61mue npaBwia o poguTeJiei

1. HesaBucumo oOT Bo3pacTa peOeHKa MCIIONb3YiiTe MporpaMMHOe obecreueHue,
nomMoratoiiee (pUJIbTPOBATh ¥ KOHTPOJIUPOBATh MH(OPMAIINIO, HO He MojaraiTech MOJTHOCTbIO Ha
Hero. Baile BHMMaHMe K peGeHKY - TJIaBHbI MeTOJI 3aIllUThI.

2. Ecniu Bamn peGeHOK MMeeT aKKayHT Ha OJHOM M3 coliMaiabHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMAaTeJIbHO U3YUUTE, KaKyl0 MHPOPMAILMIO TOMEN[Al0T ero
YUaCTHUKM B CBOMX IMpoduisix u 6iaorax, BKiawudas goTorpaduu 1 BUAEO.

3. [IpoBepbTe, ¢ KaKMMM APYTMMM caiiTaMM CBSI3aH COLMaJbHBIA cepBuUC Bailero peGeHka.
Crpannuku Bamero peGeHka mMoryTt ObIThb 0€30MacHBIMM, HO MOTYT M COJepXaTb CCbUIKM Ha
HeXXeJlaTe/lbHble M OIACHble CaiiTbl (Hampumep, IOPHOCANT, WM CANT, HAa KOTOPOM JIpyT
yIIOMMHAaeT HOMep COTOBOro TenedoHa Bamiero peGeHka miu Bamn mjomainHuii afgpec)

4. TloompsriTe Bammx gereii cooGuaTh 000 BceM CTPAaHHOM WIM OTTaJKMBAIOIIEM M He
CIMIIKOM OCTPO pearupyire, KOrga OHM 3TO [elalT (M3-3a OMAceHUs IOTepPSITh TOCTYII K
HHTepHeTy OeTH He TOBOPSIT POOMUTensM o mpolbieMax, a TakXe MOTYT HauaTbhb MCIOJIb30BaTh
HTepHeT BHe JoMa U IIIKOJIbI).

5. BygpTe B Kypce ceTeBOil XKu3HM Bamero peGeHka. MHTepecyiiTech, KTO MX JpPy3bsl B
HHTepHeT Tak e, Kak MHTepecyeTeCh peaJibHbIMU JIPY3bSIMU.

Bozpact ot 7 no 8 ner

B HnHTepHeTe peGeHOK cTapaeTcsl MOCETUTh Te WMIM MHbIE CaiiThl, a BO3MOKHO M UYaThl,
paspellieHMe Ha IocelleHre KOTOPbIX OH He Moayuma Obl OT poauTeneii. [IosToMy poauTtensim
0co0eHHO MoJie3HbI OYAYT Te OTUeThl, KOTOPbIE MPeJOCTaBISIOTCS IPOrpaMMaM i 0 OTPaHUUEeHU 0
McIionb30BaHusl HTepHeTa, T.e. POAUTENbCKUIT KOHTPOJIb WJIM TO, UTO BBl CMOXKeTe YBUIETh BO
BpeMeHHbIX (aiinax. B pesynbTaTe, y peGeHka He OyAeT ONIYIIeHMS], UTO 3a HUM BeJeTcs
MTOCTOSTHHBII KOHTPOJIb, OJHAKO, POAUTENM OYIYT MO-TPeXKHEMY 3HATh, KaKMe caiiThl IoceniaeT ux
peGeHOK. [leT B JTaHHOM Bo3pacTe 00/afal0T CMAbHBIM UyBCTBOM CEMbM, OHU JIOBEPUMBHI U He
COMHeBawTcsl B aBTopuTeTaX. OHM JI00ST UrpaTh B CeTeBble UIPbl M TyTelIeCTBOBaTh IO
HHTepHeTY, UCMOJb3Yys 37AEKTPOHHYIO TIOUTY, 3aXOOUTh Ha CaliThl U UaThbl, He peKOMeHOBaHHbIe
POUTESIMMN.

CoBeTnlI 110 Oe30I1acHOCTHU B ceTu VIHTepHeT 1j1is aeTeit 7 - 8 neT



1. CospaiiTe CNMCOK OOMAIIHUX ITpaBW TocelieHusa VMHTepHeTa MpU y4acTUM JeTeil U
TpeOyiiTe ero BhIIIOJHEHMS.

2. TpebGyiite oT Bamero peGeHka coOOIOAEeHNSI BpeMeHHbIX HOPM HaxXxOXIeHUs 3a
KoMITbIoTepoM. [TokaxkuTe peGeHKy, uTo Bel HabmogaeTe 3a HUM He IOTOMY UTO Bam 3T0 XoueTcs,
a moTomy uTO BbI GecriokouTech 0 ero 6e30MacHOCTY M BCeTia TOTOBBI €My ITOMOUb.

3. KommnbioTep ¢ nojkmoueHneM K VHTepHeTY HO/DKeH HaXOOUThCS B 00leit KoMHaTe Iof,
MIPUCMOTPOM POIUTEEIA.

4. I/ICHOJIbBYﬁTe CIielilMaJIbHbI€ NETCKME ITIOMCKOBbIE MAIlIMHBI.

5. I/ICHOJIbBYﬁTe cpeagcTBa 6JIOKH[JOB8HHH HelXe/laTeJIbHOI'O KOHTE€HTa KaK OOIIOJIHEHME K
CTaHOAPTHOMY PO,H,HTGJIbCKOMY KOHTPOJIIO.

6. CospaiiTe ceMelHbIi 3JIEKTPOHHBIN SIIMK, UTOObI He TMO3BOJMUTb JeTSIM MMeThb
coOCTBEHHBIE ajipeca.

7. BHOKHDYﬁTe JOCTVII K caiiTam ¢ OecrnIaTHbIMM ITOUTOBBIMMU AMWKaMK ¢ IIOMOIIbIO
COOTBETCTBYROLIETO IIPOTPaMMHOI'O obecrieueHusI.

8. IlpuyunTe meTeit coBeTOBaThCS ¢ Bamu nepep ormyGaMKoOBaHMeM KaKoii-11b0 nHbopManum
CcpeZicCTBAaMM 37IeKTPOHHO IMOUTbBI, YaTOB, PETUCTPALIMOHHBIX (DOPM U ITpoduiIei.

9. HayuuTe feTeii He 3arpy»kaTh (aityibl, MporpaMMBbl MJIM MY3bIKY 0€3 Balllero Coraacus.
10. He paspemiaiiTe geTSM MUCII0Ib30BaTh CTy>KObl MTHOBEHHOTO 00MeHa COOOIeHUSIMMA.

11. B "Genblit" cIMCOK caiiTOB, paspelleHHbIX JIs1 MOCelleHus], BHOCUTE TOJbKO CaiThI C
XOpoliei peryramnuen.

12. He 3a6piBajiTe GecemoBaTh C JeTbMM 00 UX IPy3bsiX B IHTepHeTe, KaK ec/ii Obl peub IIIa
0 IPY3bSIX B PeaJIbHO KU3HMN.

13. He genarite "Taby" 13 BOPOCOB II0JI0BO¥ JXM3HM, TaK KaK B IHTepHeTe IeTU MOI'YT JIETKO
HAaTKHYTbCSI Ha IOPHOrpaduIo WK CaiiThl " [0JIs1 B3POCIIbIX .

14. TIpuyuute Bamero pe6eHka coo01IaTh BaM 0 J00bIX YyTPo3axX MM TpeBorax, CBI3aHHbIX C
HuTtepHeTom. OcTaBaiiTech CMIOKOMHBIMM M HAIlOMHUTE AETSM, UTO OHM B 0e30MacHOCTH, eCIu
caMy paccKasajJyu BaM O CBOMX TpeBoraX. [ToxBajmTe MX M IMOCOBETYIiTe IMOMOITU ellle pa3 B
MO0OHBIX CJTyJasix.

Bozpact gereii ot 9 1o 12 et

B maHHOM BoO3pacTe OeTH, KaK MpaBWIO, Y)Ke HacC/bIIIaHbl O TOM, Kakas MHQoOpMalus
cymiectByeT B MHTepHeTe. CoBeplleHHO HOPMAaJIbHO, UTO OHM XOTSAT 3TO YBUIETb, IIPOUYECTb,
ycabplaTh. [Ipy 3TOM HY;KHO IIOMHMTB, UTO JOCTYII K HeXXeJlaTeJIbHbIM MaTepuaiaM MOXKHO JIeTKO

BaﬁJIOKHpOBaTb IIpH NMoMomH CpeacTB PonuTtenbcKkoro KOHTPOJIA.

CoBeTbl 110 6€30I1aCHOCTH 14 IeTeit oT 9 o 12 et



1. CosmaiiTe CIMCOK AOMAIIHMUX TMpaBWI IOcelleHUs] MHTepHeT mpu ydacTUM JeTeil u
TpeOyiiTe ero BhIIIOJHEHMS.

2. TpeGyiiTe oT Balrero peGeHka coO0eHMss HOPM HaXOXKIeHMST 32 KOMITbIOTEPOM.

3. HaOGmopmaiite 3a pebGeHkKoM Ipu paboTe 3a KOMIIBIOTEPOM, MOKaXUTe eMy, UTO Bbl
OecriokouTech 0 ero 6€30MacHOCTM M BCer/ia TOTOBBI OKa3aTh €My ITOMOIIb.

4. KoMmnbloTep ¢ MojkaloueHneM B MHTepHeT MO/KeH HaXOOUThcs B o0Ieli KOMHaTe MO,
MIPUCMOTPOM POIUTENEIA.

5. I/ICHOJIbBYﬁTe cpeagcTBa 6JIOKH[JOB8HHH HelXe/laTeJIbHOI'O KOHTE€HTa KaK OOIIOJIHEHME K
CTaHOAPTHOMY PO,H,HTGJIbCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe MpuHMMAaTh HeMOCpeICTBEHHOe yuacTue B XU3HM peOeHKa, OeceloBaTh C
neTbMM 00 UX Ipy3bsax B IHTepHeTe.

7. Hactaugaiite, uTOOBI IeTM HMKOTIIA He COIMAIIaINCh Ha JTUUHbIE BCTPEUM C APY3bSIMU IO
HTepHeTy.

8. Ilo3BonsiiTe AeTIM 3aXOAUTh TOJbKO Ha CaiiThl U3 "Oeloro” cmmckKa, KOTOPBIA co3maiiTe
BMeCTe C HUMM.

9. [Ipuyunte JeTeit HUKOT/Ia He BbIJaBaTh JMUHYIO MH(POPMALIMIO CpeICTBAMU 3JIEKTPOHHOIA
MIOUTHI, YATOB, CMCTEM MIHOBEHHOTO 0OMeHa COOOIIEeHUSIMU, PETUCTPAIMOHHBIX (JOPM, JIMUHBIX
npodusieit u Ipu perucTpaly Ha KOHKYpPChl B UHTepHeTe.

10. IlpuyunTe meTeii He 3arpy>kaThb IporpaMmmel Oe3 Bamiero paspemenus. OObSICHUTE UM, UTO
OHM MOTYT CTy4aifHO 3arpy3uTh BUPYChI MM IPYroe HeXXejlaTeJbHOe ITPorpaMMHoOe o0ecIieueHue.

11. Co3spnaiite Bamemy peGeHKY OrpaHMUeHHYI0 YUeTHYIO 3aMCh 71 pab0Thbl Ha KOMITbIOTEPE.

12. TIpuyuute Bamero pe6eHka coo01IaTh BaM 0O J00bIX YyTpo3ax MM TpeBorax, CBI3aHHbIX C
HuTtepHeToM. HarloMHUTe [AeTSIM, UTO OHM B 6€30MacHOCTH, eC/IM CaMi paccKasajii BaM O CBOUX
TpeBorax U omaceHusIx.

13. PacckaxkuTe geTsimM o mopHorpaguu B UHTepHeTe.

14. HactamuBaiiTe Ha TOM, 4TOOBI JI€TU MPEeAOCTaBISIM BaM JOCTYII K CBO€i 3JIeKTPOHHOI
rouTe, YTOOBI Bbl YOI WINMCh, UTO OHM He OOLIAKTCS C He3HAKOMIIAMM.

15. O6bsicHUTE JETAM, UTO HeJIb35d MCIIOJb30B4ATb C€Tb HJIf XYJIMIAHCTB4, PACIIPOCTPpaHEHUA
CIUIETEH UJIM YT'PO3.

Bospact gereii oT 13 1o 17 et

B sToM BO3pacTe MOAPOCTKM AKTMBHO MCIOJIb3YIOT MOMCKOBbIE MAIMHBI, IMOAb3YIOTCS
3JIEKTPOHHOI TOUTO, cayk6aMy MITHOBEHHOTO oOMeHa COOOIIeHUSIMM, CKAaUMBAalOT MY3bIKY U
¢unbmbl. ManbuMKam B TOM Bo3pacTe GoJibllle ITI0 HPpaBy CMeTaTh BCe OTPaHMUeHUSI, OHY SKaXKAyT
rpy0oro 1oMopa, a3apTHbIX UI'P, KAPTUHOK "[J1s1 B3pocbiX". JleBOUKM MpeAIounTaloT 001IaThCs B



yaTax, Mpu 3TOM OHM Tropasmo Oonee UYBCTBUTENbHBI K CeKCyaJbHBIM JIOMOraTe/bCTBaM B
HHTepHeTe.

3ayacTyio B JaHHOM BO3pacTe POIOUTENSIM ysKe BecbMa CJIOKHO KOHTPOJIMPOBATh CBOUX JeTeix,
TaK Kak 00 lHTepHeTe OHM Y)Ke 3HaI0T 3HaUUTEeIbHO 00Jibllle CBOMX poauTeneii. Tem He MeHee, He
oTmycKaiiTe nmeTeit B "cBoO0omHOe TaBaHue" Mo MHTepHeTy. CTapaiiTech aKTMBHO YUaCTBOBATh B
oOmeHuu pebeHka B IHTepHeTe.

BakHO Mo-TipeXXHeMy CTporo cobiwoiaTh npaBuia VHTepHeT-0e30MacHOCTU - COrallleHue
MeXIy poauTenssMu u AeTbmu. Kpome Toro, HeoOXOAMMO KaK MOXHO uallle MPOCMaTpuUBaTh
OTUEeThl O AeATeNbHOCTH JAeTelt B IHTepHeTe. CnemyeT oOpaTUTh BHMMaHMe Ha HEOOXOAMMOCTh
coJiepsKaHUsI POAUTENbCKUX Maposieit (aposieit aiIMMHUCTPATOPOB) B CTPOTOM CceKpeTe ¥ 00paTUTh
BHMMaHMe Ha CTPOTOCTb 3TUX MapoJieii.

CoBeTnlI 110 0€30I1aCHOCTM B 3TOM Bo3pacTe oT 13 1o 17 net

1. Co3paiiTe CMCOK JOMAIIHMX MPaBui MoceleHns HTepHeTa Mpu y4acTUy MOAPOCTKOB U
TpeOyliTe Oe3yCIOBHOrO ero BeImoiHeHUs1. O6roBopuTe ¢ peGeHKOM CIMCOK 3aMnpelleHHbIX CaliTOB
("uepHbIii crincok"), yacbl paboThl B IHTepHeTe, pyKOBOJCTBO 10 00lIeHuI0 B IHTepHeTe (B TOM
yucJie B yaTax).

2. KOMHbIOTep C IIOAKIIUYEHNEM K CETH I/IHTepHeT JOJDKEH HAXOOUTHLCH B 06]]_[@]7[ KOMHaATe.

3. He 3a6bIBaiiTe GeceioBaTh € JeTbMM 00 UX APY3baxX B UIHTepHeTe, 0 TOM, UeM OHM 3aHSIThI
TakuM obGpasoM, OYATO peub MAET O APY3bsiX B peasbHOI kusHu. CIpamuBaiiTe o JOJASX, C
KOTOPbIMM JIeTH OOIIAIOTCS TMOCPeICTBOM CIY)KO MTHOBEHHOTO oOMeHa COOOIIeHUSIMU, UTOObBI
yOeIUThCS, UTO STU JTIOAU UM 3HAaKOMBI.

4. I/ICHOJIbBYﬁTe cpeagCcTBa 6JIOKH[JOB8HHH HelXe/1aTeJIbHOI'O KOHTE€HTa KaK IOIIOJIHEHME K
CTaHOAPTHOMY PO,H,HTGJIbCKOMY KOHTPOJIIO.

5. H606XO,H,HMO 3HAThb, KAKMMM UdaTAMH IMOJIb3YVIOTCHA Bamu metu. HOOH_[pHﬁTe UCIIOJIb30BAHHE
MOIepHMPYEMBIX UaTOB U HaCTaHBaﬁTe, YTOObI JeTH He OﬁH.[aJIHCb B IIPUBATHOM pPeXXKMME.

6. HactaugaiiTe Ha TOM, UTOOBI €T HUKOI/IA He BCTPEUATIUCh JIUUHO C [IPY3bSIMU U3 CETU
HTepHerT.

7. Ilpuyunte feTeli He BbIJAaBaTh CBOIO JIMUHYIO MH(POPMALMIO CPeACTBAMM 3JIEKTPOHHOI
MIOUTHI, YATOB, CMCTEM MIHOBEHHOTO 0OMeHa COOOIIEeHUSIMY, PETUCTPAIMOHHBIX (JOPM, JIMUHBIX
npodusieit u Ipu perucTpaly Ha KOHKYpPChI B UHTepHeTe.

8. IIpuyunte meTeii He 3arpyKaTb mporpaMmsl 6e3 Baiiero paspenieHus. OObsICHUTE UM, UTO
OHM MOTYT CTy4aifHO 3arpy3uTh BUPYChI MM IPYTOe HeXXelaTeJbHOe ITPorpaMMHoOe o0eclieueHue.

9. IIpuyunTte Bairero pebGeHKa coo01iaTh BaM 0 J00BIX YTPo3ax MM TPeBOTax, CBSI3aHHbIX C
HuTepHeToM. HarloMHUTe IeTIM, UTO OHM B 6€30IacCHOCTH, eC/IM CaMy paccKasaau BaM, O CBOUX
yrpo3sax wiu TpeBorax. [loxBaiuTe UX U MOCOBETYITe MOAOITH ellle pa3 B MOAOOHBIX CayJasx.

10. Pacckaxure geTam o nopHorpadguu B MHTepHeTe. [loMmorute MM 3allUTUTHCS OT CIIaMa.
HayuuTe mogpoCTKOB He BbIaBaTb B VMIHTepHeTe CBOero peajabHOTO 3JIeKTPOHHOrO ajipeca, He
OTBeuaTb Ha HekeJlaTeJIbHble TMCbMa M MCIIONAb30BaTh CIlel[/abHble TOUTOBbIE (DUJIBTPHI.



11. TIpuyunte ce6st 3HAKOMUTBCS C caiiTaMy, KOTOpPbIe ITOCEIAI0T MOAPOCTKIN.

12. HayuuTe fmereii yBaskaTb APYIMX B MHTepHeTe. YOenuTech, YTO OHM 3HAKOT O TOM, UTO
TpaBuJjia XOPOoIIlero rnoBe/ieHus NefiCTBYIOT Be3Je - 1ake B BUPTYaJIlbHOM MUpe.

13. OOBSICHUTE AETSIM, UTO HM B KOEeM cJlyuae HeJib3sl UCIOAb30BaTh CeThb JIJIsT XyJAUTaHCTBA,
pacIipocTpaHeHusI CIVIETeH UM YTPO3 APYTUM JIFOISIM.

14. O6cyauTe ¢ MOAPOCTKAMM MpPoO6JieMbl CeTeBBIX a3apTHBIX UTP M MX BO3MOJKHBI PUCK.
HanoMHuTe, UTO I€TU He MOTYT UTPaTh B 3TU UTPHI COTJIACHO 3aKOHY.

[locTOSSHHO KOHTPOJAMPYiiTe ucnoib3oBaHMe HMHTepHeTa Bammm pebGeHkom! OTo He
HapyllleHue ero JIMYHOTO IPOCTPaHCTBAa, a Mepa IMpeOCTOPOKHOCTU U IIposiBleHue Baiiei
POJIUTENIbCKOV OTBETCTBEHHOCTU U 3a00THI.



